Abstract: Cloud computing is emerging as a new paradigm that aims at delivering computing as a
utility. For the cloud computing paradigm to be fully adopted and effectively used, it is critical that the
security mechanisms are robust and resilient to faults and attacks. Securing cloud systems is extremely
complex due to the many interdependent tasks such as application layer firewalls, alert monitoring and
analysis, source code analysis, and user identity management. In this presentation, I will introduce two
emerging technologies: Autonomic Computing and Big Data Analytics and demonstrate the feasibility
of using these techniques to build highly secure and resilient cloud services. We present an approach
to utilize Smart Big Data Analytics and self-management to provide the required autonomic
management and analytics to secure and protect cloud resources and services.
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