
Abstract: The development of web 2.0 and related technologies have led to an exponential increase in 

various types of user-generated content including textual and networked information. Finding 

meaningful nuggets of knowledge from such a big and diverse data has attracted a lot of attention. 

Hadoop and MapReduce as a well known distributed environment and computing framework have 

been widely and successfully deployed in many domains, particularly in the field of cybersecurity and 

network analysis. Many scalable machine-learning algorithms such as K-means clustering, association 

rule mining, collaborative filtering, topic modeling, and network analysis have been proposed and 

implemented in many open-source packages (e.g. Apache Mahout). In this tutorial, we plan to discuss 

basic concepts, widely used algorithms, and some real-world applications in cybersecurity using 

MapReduce. 
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