
Abstract: When large systems are attacked at multiple points, the attack profiles can be combined to 

help learn who the attackers are and what goals they are trying to achieve. This knowledge helps 

organizations focus their defensive efforts. However, validating intentionality models with real-world 

data is quite difficult (even when data is made available) as attackers and their network activities must 

be known. What is needed are realistic sets of synthetic data corresponding to both malicious and non-

malicious network activity. In this presentation, we consider a range of synthetic modeling 

possibilities. 
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